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[EIRE 1. AL BRAIELRRAZEL S Cisco Networking Academy GEIREE 2 oo ei it 2
io]&8 2. ;%73 Cisco Networking Academy SERAEERIBLEITR 2 o.oeeeeeeee s 2
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B9 Networking Academy

IBRE 1. T ABRIBLRRNIZA S Cisco Networking Academy &E{k{ ?

%. 7E/55 Cisco Networking Academy A1EH, EMAMATINSREBORANE (MG, THROEHSHINERS) § 1T
FSHRKAS. CRFELREANSENRNLS, BIUSMOREMENE 30 51122, 54 25 Migs, BS 180 54
ER/MX, RABEHEZINMAEINAR, HBAWEETE NetAcad.com X HF, TIERMELRCERE, EEZE
B 6 E#T.

BATSARKEBEIHEIRERT, (B Networking Academy BREBBUHESTEN 2, HNMESRRLANETE. HE
MR EERH KRR, BIRFREM 1T HE, FEAENHETE. HRURZERIVERNIERIE, HABEIAIE
RHFNLIRFFE IT BRAAE. el AR ARIR )RS,

LA 20 ZFE, RIELWREFNZEEET 1090 T4, FEBEAERN IT T AZNTERSERRER, HISHESHM
ZHITH K. @IS Cisco Networking Academy BIE1E, EAMNAIBIAEIMRMHS AERERWAERE, KAAFEREMRER
XHREARENHIAREK.

[a]R: 2. 4 Cisco Networking Academy & {E{N {5 K HRLL 18 2
. NREFIRZKIFFE, A Cisco Networking Academy SEIAES RANEES R, NRTCERRERRFXRE, PER

h—tt,

R KRENS RO T
1. EEXMENZE I BEEFRMEN— 1% )R E
2. FREUEMARNZHFHER, UERRUIADEFiRHEIRE
3. HiERA Cisco Networking Academy & {E{N{E
WREEFENMAITE, T TAZES.
4. THEWBITEZIREABEI (WRERATMEIRERE)
5. FREEZHRMNFEIRE (NREATAERE)
6. BGIEHBENEHIZE—T] Networking Academy 1EFE!

MRMEFRRFRE (EZBNNRE) , WRLBREZEHEZIHUT (Networking Essentials IR26I5h) . ESRER 1,
REMLRERE TR KRE, BEETREXRE.
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jal@# 3. AN\ Cisco Networking Academy E&E 2R ?
. B4 Cisco Networking Academy RIS ZERIIAN, ERFBFIEIERE, BOIREEEWEILE, HEJEEEREMES PO
(ASC) WXZFsTRERTITIEE., —L ASC DURSHIRBINAZRIRERS, S—L ASC NIX EMARS WENE 2R,

[CIRE 4. TRLEZMLEMEIA BEERIBEMAN Cisco Networking Academy IfiH ?

& MR EREEMN Cisco Networking Academy BEERSTRYUNT:
1. Cisco Networking Academy i}, XK (FEIERE)Y URFRIMAFENDEMEDIN. EXEUBFARESR.,
2. {Cisco Networking Academy B R{ERE) , 14/ 42 Networking Academy IH (E3iEFAEFIRE) .
3. &FHFKM, B Cisco Networking Academy MEAFIARSZHIER, WEMEN. 1A, BEREM—RFERK.

io)§# 5. Networking Academy iER2 ¥ EEMLELITHRE 2

. YN ZFRAFMEEEMR. TEIHEEEEINESBNEI, XHEAERERENZETRESRENZESIRER. BT
BINSER R ERIITEL Academy Orientation 1§12, MEREEXIERIRENHEF S (NetAcad.com) FERAENERER. BX
ZIMEEMFE)IFEFERMEAEE, BESHE .

EREBTZBRE

e Networking Essentials

e |T Essentials

e CCNA

e CCNP Routing and Switching

e 10T Fundamentals (1R HEEHERIEEIED)
e CCNA Cybersecurity Operations

e CCNA Security

e Emerging Technology Workshops

e
[a]R: 6. Networking Academy 1R 12 F EEMLEIZE ?
Z&. Networking Academy R FFEMNIZZEFMEIEREMNR. TEEFERMEEIREGEXIEERD. T2REXEEHTH

NEENMERREREHIN, AHAEEIRSE. (Networking Essential 2126158 ., AX& | IERIEMIEEIEE, 5513
&1,

E]RE 7. SAfATIERESIR & ?

E. AXRBENNTRETER, FERBRALMNTREIETSHEAE. IEASEAHERTARERMHENZHEE. L,
AUEESMEEsFRL (ASC) &1F, ASC AIEBNTERREENAARRGEMEMENMBIRSE. tTREEGREX=F
IREIRIN,

ic]RE 8. KR FR B BB ?
. 28, BIEREHEEAENAEME Networking Academy EI2FSLISFT BRI BRHE R, SIRMHFIN. TERAAENEER
T EREHMHEM BRI MRS TR,
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[a)f# 9. A} Packet Tracer 2/t4 2
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. BEl Packet Tracer 2R %A Networking Academy ZEF K —FEBANMEEN TR, LHREAFZENBIZZHE/L
FAZIRHIELING, R4 TIRERIZRAENOA, BXitFE R R0, BRMATFEREK, UKEFAMANBIEHER

X HE

Packet Tracer 84 7£F% Networking Academy iRi2H &M, AIRFE T, NAIATIFEUENIEE ERIFIIG, RECEMH

211N Cisco Networking Academy &892 B AT B89,

RERTR

Mg FRAR

BRI - ML

FRReE

Networking Essentials

0

BAFEEBRNMFRENEARE (UTRAIFEERER/H
Xims) :

R EEREBRL Packet Tracer IR

BER ISR 4221 (2GE. 2NIM, 8G [J#£. 4G DRAM,

IPB) (#&: 1)

Catalyst 2960 24 10/100 + 2 1000BT LAN Base MR{&
(BE: 1)

Wireless-N ERE188 (b/g/n Wi-Fi), BB EZIGRER.

MIMO X553 (AT BRERBEMMETEN) |

4 MUK MERA, ZHf IPve, WPA2 nZ#0 SPI

P&, ARSSBE (QoS) (¥E: 1)

&3 PC (MS Windows 10 SiESHRA) (H8: 2)

BERAFERF PC WL RIEMIERE (B2 2

EAENIRZRIE e 13K T4 BB A

RJ-45 &Ei%2%

RJ-45 [E&k5H

Bk EH

Rk sH

UKMEBGIEITRYG (RERE)

EAT PC NRBLinEFimikdr (fla0 PuTTY)
(#E: 2)

BRR%E - MERe

Introduction to Cybersecurity

iy

x

Cybersecurity Essentials

iy

REEHER Packet Tracer IR

BRERE - YIEXH

Introduction to loT

iy

REEHIER Packet Tracer IR
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R - B
Get Connected 5 I
Introduction to Packet Tracer & G ERERl Packet Tracer tEHE4
NDG Linux Unhatched 5 I
Entrepreneurship 5 7c
ARk - PIEE
CCNA = BENSEEBEMINMERENERRE (UTROPERER/H
X&) :
o 1 A WPA2 UTLLEHas (BAME) FA:
£ 2 [TTi8#2 Switching, Routing, and Wireless
Essentials (SRWE) EE LA IRHES
e 2 & Catalyst 2960 Plus 24 10/100 + 2T/SFP LAN
Base &
e 28BRISR4221 (2GE. 2NIM, 8G [N#E. 4G
DRAM, IPB) ., & LXXH X 10S-XE BERRTIREA,
o (Fi%) 1 BT UNARRSERM PC (MS Windows
Server, Windows 7 S{EE ShRA)
o 3 ATYUEFIIHWET PC (MS Windows 7 HESARA)
e 2 MNMEATEFFIH PC WL EE M EHl 25
o HhEEHERL Packet Tracer v7.3
e TeraTerm & SSH B (FHF3EL PC)
o EFTARAR Oracle VirtualBox,
e  Wireshark fRA 2.5 S{EShRA
o  FHRARSERTMF: IFEMAREFMN, 120 Telnet,
SSH. HTTP. DHCP. FTP. TFTP &%,
CCNP Routing & Switching = BENSEEBEMINMERENERARE (UTROPERER/H
X&) :
EXEH
o BElISR 4221 SEC {48 K% SEC Fr[iE (H=E: 4)
o 2impMO&{fT WAN #EOF (¥=: 5)
o V.35 %, DTE ORXEEEST, 10 ER (HE: 5)
e V.35 %45, DCE MRAEHEESRIT, 10 XK (BE: 5)
e Catalyst 2960 24 10/100 + 2 1000BT LAN Base BR{&
(BE: 1)
o  FRUERFIH/ARSFSEEE PC (B2 4)
o LBUKMELE (BE: 3)
o DBUKMEBY (RX) (BE: 4)

© 2019 BRIA/HEMBLE. RIFAE. AXEABRATFRHNER.
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IR
o B#} Catalyst 3650 24 i [O#HE 4x1G LITHERR IP ARSS
(B2 2)
e Catalyst 2960 24 10/100 + 2 T000BT LAN Base M5
(B2 2)

o  FLHEPIR/ARSSHRAPC (HE: 4)
o DIKMERZ: (BE: 4)
o BIXME% (XX) (HE: 12)

TSHOOT
o B} ISR 4221 SEC R4l K SEC ik (HE: 3)
e 2ROH{T WAN #EOF (B2: 3)
o V.35 B4, DTE ORXEEEESRT, 10 BR (HE: 3)
e V.35 E%i, DCE MAEEHSEIT, 10 KR (H=2: 3)
o B#} Catalyst 3650 24 iR [O#E 4x1G LITHEER IP RS

(2 2)

e Catalyst 2960 24 10/100 + 2 1000BT LAN Base B{&
o  TUEFIH/ARSEERE PC (BE: 3)
o BIKMEL (HE: 6)

BRul3 - MRS

CCNA Security = BETSEEBNIIRIEENETRAXE (UTREITTEEER/ M
XmE) :
o ERIISR 4221 SEC @486 KLY AIAE
(SL-4220-SEC-K9) (#&: 3)
o 24T WAN #0OF (HE2: 3)
o V.35 B4, DTE ORXEFHEESIT, 10 BZR (HE: 3)
e V.35 %, DCE MAEERERIT, 10 BR (H=: 3)
e Catalyst 2960 Plus 24 10/100 + 2T/SFP LAN Base
(B2 3)
e ASA 5506-X K& FirePOWER fR%, 8GE, AC,
3DES/AES (B&: 1)
o HREEREER Packet Tracer I
CCNA Cybersecurity Operations = BAETEEBNIARIEENTRARE (UTREITTEEER/ M

X&) :

o ZE/EgH 8 GB RAM F1 45 GB AJ =8 64 i
R ENITEN

o  E¥ThRAHY Oracle VirtualBox

o REERYRBEL Packet Tracer IR

&, FIRMETF=H NDG NetLab+, MABMEESH, 2
AIRIE AR E SR FT BRI 7E & MR A A BR ROE TR i T
W, FENT., LBRRARSEERNAE 37 MNELLEE

K,
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e 11.95%5, AfER 1 1A
e 29.953%5t, FfEA 31MNA
e 39.953%jt, FIfEA61MA

Things

loT Security = ﬁ—Ia BENMFARIEENERRE (LT RAITEREZR/ M
#®) :
e Connecting Things i2f2I8&FH, UK
e FTDI Breakout Basic Breakout 3.3V 8¢ USB ¥ TTL
E21T 3.3V Fa4s
HRk3E - AR ERIERIRAE
loT Fundamentals: Connecting 2 ﬁ‘fa BEMIIFIRIEENTARE (UTRAIFEEER/ M

) :

e  SparkFun Raspberry Pi 3B + \[TE#

e  SparkFun Tinker TEf]

o EhfEREE 2.2”

e SPDT 5V #4258

o S{&E - NPN (BC337)

e /MEESZIRE - 1N4148

e Raspberry Pi 3 B+ &

e Micro USB BBRiEHACER (PSU) (F/NEBIR 2A)

e Micro SD £, Z/)» 8GB. Class10

e USB Micro SD kiZF28

e SparkFun Redboard (E{Eth3&ZA Arduino UNO H{
FBEER)

o  EEIR

o 5 330 RriFEEfHRS

e 54 10000 FRIFEEFHES

o 5N LED

e 5MRELED

e S5NIE®LED

e 14 RGBLED

1 SfEARE

1 & 10000 FRIEE (738

1 MR
11 TMP36 ;REfE=AES

e 1/ 10000 BXIBHLEBE
1
1
1
1

4 10000 BRI L Ek2s
A 5V 423

4 BC337 RfFE

AN 1N4148 ZiRE

o 30 IRATABLL

o 10 RN B

o 10 IREEXRFBkLL
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https://www.sparkfun.com/products/9873
https://www.sparkfun.com/products/12977
https://www.sparkfun.com/products/12977
https://www.sparkfun.com/products/14644
https://www.sparkfun.com/products/14556
https://www.sparkfun.com/products/10264
https://www.sparkfun.com/products/100
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loT Fundamentals: Big Data & = BAUSEEBMIMRRENERARE (UTROIFERER/H
Analytics Xiie) :
e Connecting Things i2f2I8&EFH, UK
Raspberry Pi 18#1&ER v2
Emerging Technologies Workshop = BEETNSEEBEMINMERFNERRE (UT RO ERER/H
(ETW) Xfi%) :
e PC
o ATFiAEI% % DevNet Sandbox RIEEXW
W FEFAY ETW “BRIREIA I REY” , ERAMTES—
JEIN:
B (BElISRAK BEHER)
152 FA FB LB 4 % ER 23 O T
MBS DevNet Sandbox
Rl - & EM
IT Essentials = BEENSEEBEMINMERFNERRE (UTROIPERER/H

Xims) :

o REERYRBEL Packet Tracer RIER{F

o 1N 300W EEJERY PC Hl5E

e 1/ PCl, PCle & AGP #A 1R

e 14 Intel & AMD CPU, 1 FJkiifi (GHz) KFE IR, =%
PAE. NX %0 SSE2

e 14 CPU B{AF 0/ HIXES

e 2GBRAM (32 {if) 8 4 GBRAM (64 fii) (BN 24+
1GB 3 24 2GB) —&XWHEERT —PMNHNEIIE
NEWEE, DO TEIEHERR.

e 60GBEREsE () ; #IN80GB UL, RFEW
MEIETLRHE Windows FIHEE R/ NIFN DX,

e 1 DVD-ROM (ZE/) . DVDR & BD/BDR

o 1T ABKMF

e 1/ PCl PCle (i) 3% AGP 2+%& WDDM Rzhig
FF#4 DirectX 9 EFiE&

o %% HDD/CD HJEE4E (BEMBERME)

° 1 NEBAF

° 1 NER

o 1B VGA (1024 X 768) SN EE RN E RER

o 1 MNATEBRNERNRNESF THNEBRMEE, F;E
FAZRIP A BB 1% .

o 1 MNATEBRNERRNESF THNEBRMEE, F;E
FAZRIP A BB 1% .

o 1 BX%H WPA2 IUTLRERHES, ATHEHRE

o 1 BX%H WPA2 IUTLRERHES, ATHEHRE
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o  HATEXRHREAMNITENZ BB 4HEF USB NFE
IR 558
o I PCHETIER, flaNiR«7]. HBEE%. FHEENLH
mE,
NDG Linux Essentials £ /¥
PCAP: Programming Essentials in & 7
Python
IOT Fundamentals Hackathon £ BAVSODENMARRENETARE (UTRGIFEREEZR/ M
Playbook XTg) :
e Connecting Things 2125 & 58
e Big Data & Analytics #12i& &5 8
HFITRE
NDG Linux | & I = ¥
CLA: Programming EssentialsinC | & T
CLP: Advanced Programming in C & ¥
CPA: Programming Essentials in C++ | & I
CPP: Advanced Programming in C++ | & ¥

RiE

E1R8 10. f+ AR RFENIRKIRE ?

&. Networking Academy ZSJIRIZAGHRLFARIFE. REXBFEAFENBEABSHRNTRE, BEFFTERE
(Networking Essentials i##2f15h) . BREBIERSRAVIRE, PHEFRGNIIR IT RUMBHNEIEARKE. R KRR
AN, FIHEENEMRENMNET2E T, tHih, 2RFLEMNPTRETRFRRASHHNZEINT. AXIRE. §E
KRN RIRENHMFYIERRIFIR, HSHER .

i) 11. IPLARE SIAUEESS ?

. BINEE IR ERIAIRN T Networking Academy FEE X, AL, HAMIFL IR IREE ST IATTATIAIEE
4, FATRIIAEEFE Cisco Certified Networking Associate (CCNA). Cisco Certified Networking Professional (CCNP) IR E
EBAALE. BXEETAEFEESR, BEERE 2,

© 2019 BRIF/HEMBLE. BIXFAE. FXEHBRLAFEHER. $OT, #1410
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& 2 - REMAIESIR

UEFBAME
CCNA CCNA Cetrtification
CCNP Routing & Switching CCNP Routing & Switching Certification
CCNA Cybersecurity Operations CCNA Cvyber Ops Certification
IT Essentials CompTIA A+ Certification
Linux Essentials Linux Essentials Professional Development Certificate (PDC)
PCAP: Programming Essentials in Python PCAP: Certified Associate in Python Programming Certification
HEIRE
NDG Linux | & Il LPIC-1: Linux Administrator
CLA: Programming Essentials in C CLA: C Programming Language Certified Associate Certification
CLP: Advanced Programming in C CLP: C Certified Professional Programmer Certification
CPA: Programming Essentials in C++ CPA: C++ Certified Associate Programmer Certification
CPP: Advanced Programming in C++ CPP - C++ Certified Professional Programmer Certification

ja]ff 12. Networking Academy 1212 2%t HY ?
. Networking Academy Wt BERHERETFEATINERZT AR, XBENARZNEIIAZE, BNMASKINAMHNRZHE
¥ofE (IMS. LTI, QTl. Common Cartridge) . BEiTFELREKRNEHFNNEZSIERLEIE:

o BRARFE: BTN, CIEMRES), EFEEBEH TR, KB, Zik. XK. BREZENIRE, KLBMAAIIN
3.

o BVFES: FEMKBMGS AREDFREINE.

o FX: BIREESMRIEINBRIENITR. EIEE BinH R B CEBRETNF MY, FTMILZERSSS,
R A 18S4ER,

o BEAXE: NTEEEESTRIUEFNZE, BRIRELOREINNEEMNRETESS), BEFEUSESMAIIN
FARBFHS,

o SINFEINMEWER: EREFITETOMELE LR KRG, NEESEHAE, FEANBIESEEHRT
3. REAXFERRE (RH) REMNFARSE, URAXTETENEY, HEIEraFSIER.

o« REERBK (ZPD): EFRKAIEM T EBE Packet Tracer, ZELAERHENER, HFZEE (HETFIRBNH IR
it) . WEZH FANREEFNEAS, FEMRRESHRENRAEKFERE S,

o TR FACHIEMNIMETARBRCM, SFETRAFPER, SENERBERIBAGTR, FSWEBAR
MR TT R,

o HEWFES: BIEARBE Spark IMERA, BIFHFZEFTBIIA—NELIRE, #TENWME FTREAZURER
BIRE.

o RENREXRf: ETZHEETA NetAcad.com AIRMIMZHEL TN, BEHEIRESNHF.
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https://learningnetwork.cisco.com/community/certifications/ccna-cert
https://learningnetwork.cisco.com/community/certifications/ccnp
https://learningnetwork.cisco.com/community/certifications/ccna-cyber-ops
https://certification.comptia.org/certifications/a
https://www.lpi.org/our-certifications/linux-essentials-overview/
https://pythoninstitute.org/certification/pcap-certification-associate/
https://www.lpi.org/our-certifications/lpic-1-overview/
https://cppinstitute.org/cla-c-programming-language-certified-associate
https://cppinstitute.org/clp-c-certified-professional-programmer
https://cppinstitute.org/cpa-c-certified-associate-programmer-certification
https://cppinstitute.org/cpp-c-certified-professional-programmer
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o RENREAT: BAFLURRHERRE, CATRMENIRE, SAREMBREFZENFEIFR,
o  BIMFE: RESSIFNEZRBURTEDEHA T EE (FIAINE. FIHEENEMIRE. NER2E) REBSER.

o KRR REPHAKREBNLERIGIE, UFSHHEM WCAG 2.0 (Web RETRIaIEIER) M (REREE
) % 508 HIWEK,

ialRE 13. TR E T LUB SRR ?

#. Networking Academy 2R EH RiEMZit, HFTTUERTHESIFF, FMECHNBRES], FHERERMNZRHAT
BIE, BBAILURMMTT R MEIRIE, IRRR 554 R ENEBEEX,

HEFE S NetAcad.com

[a] 14. Networking Academy 1212 2 80{AI33 R ?

. RE. HEFRNELEHPBEIRIIBETZWEHHE TS NetAcad.com 12, NetAcad.com EF AR RET R
BREORERNMITIE, I8 Y RFAEMRIATIR THIT2IRET B, MTHIMRIR, EE—1BAWZR, FIEEMb(1EEN
BHENIERE, H5%4£E5E), NetAcad.com BEFUTHE:

o  RERNRERM: RETNMERELEENHFESN, Bit, RINBETFLRHENE. ELFREGHFERMN
737%, 1A B EERE,

o B BNMMETATREFE——BNEWKR, FERNEBETTHE, FEEBTTTES.
o KUERFAINEIT: AEEIFRIPEUREE, NetAcad.com EHET & MEMIAMRPIZHIRIBNET L,

o  2WWY RN ERHURBNAFFARNEN, HXIFLKAEMEK, NetAcad.com FILMEFILENZE
k.

o REREFKR: FIFTRIGLMEEITmITRSIOHIMMEAZEN, Fik NetAcad.com EIFELIRITFITE,
FEFRA e IR RSN I RERAF & D0

o REHE: SNEFEIVMEARIER, HLt NetAcad.com BREIHEEEMESTAES LMS —26EH, WHEEIRF TIE.

BUMETIR
IEI8E 15. BUFAMBL R BRZER 2

&. Networking Academy A HIMRMLEZHNFTR. BITNLBFAHX AR EREHITHIE NFRE. RAKEXEMND
{EfRIRBIRE, WIBEszFHil (ASC) MEUMEEIHO (ITC) th AR ER AR RN,

ESEN—TAER, 97.2% B LIEERERR, £5 Networking Academy ZE T i B9 FER & B, 85.2% HIZiHE
=R, ZNBAEBTHREMIINIRL A RER. UTE—2o2 A ARERG:

o EIHUBEZIIFL (ITC) BREHBUFINE (MRETIEREE) . AXEEHMEIIERE, E3EK1
o  WEEIRERFEANBRIEE T EZATI
o HEEAY Academy Orientation TE4AZTIRTE, EMESEHBEFA NetAcad.com LiREFMEHIRIZANELHIRER

© 2019 BRIF/HEMBLE. BIXFAE. FXEHBRLAFEHER. ENIT, H14]
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e iAld] NetAcad.com HEF &, RHEERE. IWES]. FElIER. HFETNESER

o EHIBMEUB LKA, FHRMHTE. AR AFHELES, FEANESHEEREFRBEVSR. A9, XA
FHIFE,

o IHEIRETHIER Packet Tracer - —EXBRAHIIELIER {4

o  RBRERIFBRSHOEHARR

o HREHBUTERI AR (IPD) ZEELIEII, FE PVl Fala9E IR X
o  HEFEFRHNFERMINES HITINKNES

o EEHIMREITY

o FENZT2REITK

o IOEHIERE, HmENHFE

BIERE
[E]RE 16. WPz (ASC) BftA?
. Wbe<Hily (ASC) B AHA1FE Networking Academy HIAFIRIEERRZHIEEINH. ASC BHERANGSE, RHIES.
BIIFIREES . 1RIE ASC & WANIR, MfiTRIAZE T AERHEEEED:
o  HEIEE), FWEMRIIMRNZ
o SHENTHAEMXRFRENAR, SEEEHAGEENR
o HEREZRE
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